Green Team: Procedures and Responsibilities

The Green Team represents the users of a Blue Team’s infrastructure. It will score each Blue
Team on the usability of its services.

Evaluation of Usability

Just as in real-world IT, Green Team members will have varying levels of technical skill and
ability. Green Team members will score Blue Teams on several usability criteria during the
attack phase by completing normal activities such as browsing the web server, connecting to the
file server, or logging into the remote desktop server. They will fill out a usability form during
the evaluation. This usability form is unbiased and consists of questions like “Is John Smith able
to login to the RDP Server?” with simple Yes or No answers. This usability evaluation is worth
100 pts and is calculated by taking the average of all forms and applying that to the total
available points.

Evaluation of User Documentation

This documentation is worth up to 200 pts and was described in an earlier section.



